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Privacy is becoming a linchpin of corporate business strategies that leverage data to create 
business value, while avoiding signi�cant consequences associated with regulatory �nes 
and breach requirements.

Executing these plans falls squarely on the shoulders of infosec professionals who must 
have a deep, meaningful knowledge of privacy concepts and policies.
.
IS YOUR INFOSEC TEAM AS SMART AS THEY THINK? 

The chart included here, assembled with guidance and expertise from key infosec 
professionals, details the broad spectrum of infosec roles and responsibilities and shows 
the degree to which privacy knowledge is vital for each.

Privacy and infosec managers and leaders can use the grid to measure expectations, goals 
and skill sets for teams, identifying which areas need improvement, and �lling in the 
knowledge gaps with appropriate certi�cation-level training. 

BEING FLUENT IN PRIVACY STRENGTHENS INFOSEC FUNCTIONAL AREAS.

Having sophisticated privacy knowledge gives infosec pros the ability to speak and think 
di�erently about business challenges. “It is up to security experts to encourage colleagues 
to think about privacy at the whiteboard stage of product development,” states Dana 
Simberko�, Chief Risk, Privacy, and Information Security O�cer at AvePoint Inc.

Expanding privacy knowledge and developing dual literacy are vital for operations seeking 
to deliver great customer experiences while managing business risk and protecting 
customers.

“HAVING A PRIVACY 
CERTIFICATION IS JUST 

AS IMPORTANT AS ANY OF 
THE TECHNICAL SECURITY 

CERTIFICATIONS.”
Alex Grohmann, CIPT, 

Sicher Consulting LLC 
and ISSA Senior Fellow

ABOUT THE IAPP
The International Association of Privacy Professionals is a not-for-pro�t organization providing the 
only globally recognized credentialing programs in information privacy, including the Certi�ed 
Information Privacy Technologist designation. A vast network of 55,000+ members includes 
experts and in�uencers in the �eld of data protection and o�ers practitioners a forum to share best 
practices, track trends, discuss and debate issues, and receive education in the �eld.
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The Guide to Vital Privacy Knowledge for Infosec Professionals and Teams
Ensure Your Operation Achieves Dual Literacy in Privacy and Security.
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INFOSEC PROS: BUILD YOUR PRIVACY MUSCLE
Use this grid to assess individual and team privacy skill sets and develop a roadmap for professional development.
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